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Define: One-Way Functions

• A function 𝑓: 0,1 ∗ → 0,1 ∗ that is easy to 
compute but hard to invert

𝑓

𝑓−1



One-Way Functions: Formally

• A function 𝑓: 0,1 ∗ → 0,1 ∗ is a one-way 
function if: 

• (easy to compute) There exists a polynomial-time 
algorithm 𝑀𝑓  computing 𝑓; i.e., for all 𝑥, 𝑀𝑓 x =
𝑓(𝑥).

• (hard to invert) For all PPT A, there is a negligible 
function 𝑛𝑒𝑔𝑙 such that

Pr
𝑥← 0,1 𝑛

𝐴 1𝑛 , 𝑓 𝑥 ∈ 𝑓−1 𝑓 𝑥 ≤ 𝑛𝑒𝑔𝑙(𝑛)



Is 𝑔 a OWF?

• If 𝑓 is a OWF and

𝑔 𝑥 = 𝑓 𝑥 1 … 𝑓 𝑥 𝑓 𝑥 −1 

• Yes, for every OWF 𝑓 we have that 𝑔 is OWF.

• No, there exists OWF 𝑓 such that 𝑔 is not OWF.
• Assume a OWF ℎ and use that to construct 𝑓

• Prove 𝑓 is a OWF 

• Prove 𝑔 is not a OWF 



Is 𝑔 a OWF?

• If 𝑓 is a OWF and

𝑔 𝑥 = 𝑓 𝑥 1 … 𝑓 𝑥 𝑓 𝑥 −1 

• No! Let ℎ be a OWF 0,1 𝑛/2 → 0,1 𝑛/2 and let 

𝑓 𝑥, 𝑦 = ቐ
ℎ 𝑥 |0

𝑛
2 if 𝑦 ≠ 0𝑛/2

𝑥 0
𝑛
2

−1 1 if 𝑦 = 0𝑛/2



The challenge: Is 𝑔 a OWF?

• If 𝑓 is a OWF and
𝑔 𝑥, 𝑦 = 𝑓 𝑥 ||𝑦

• Yes!

• Lesson: The output of a OWF could include many 
bits from the input.

• Also, g is a OWP if f is a OWP!

We don’t know where the hardness is?



Hardness Concentration



Hard-Concentrate Bits

• A function ℎ𝑐: 0,1 𝑛 →  {0,1} is a hard-
concentrate predicate of a permutation 𝑓 if:

1. ℎ𝑐 can be computed in polynomial time.

2. ∀ 𝑃𝑃𝑇 𝐴, ∃ a negligible function neg ⋅  such 
that

Pr
𝑥← 0,1 𝑛

𝐴 1𝑛 , 𝑓 𝑥 = ℎ𝑐 𝑥 ≤
1

2
+ 𝑛𝑒𝑔(𝑛)

Concentrate the 
hardness of the 

OWP into one bit!

Given 𝑓 𝑥 , ℎ𝑐 𝑥  
is fixed.

This would concentrate the 
hardness of the OWF 𝑓 into one bit. 



Can we take the xor or all input 
bits?
• Given OWF 𝑔, use ℎ𝑐 𝑥 =  ∑ 𝑖  𝑥𝑖  𝑚𝑜𝑑 2

• Bad Idea! 

• 𝑔 𝑥 = 𝑓 𝑥−1 , ℎ𝑐(𝑥)



Practice Problem

• Construct a OWF 𝑔 for which no input bit is hard-
concentrate! (assume the existence of a OWF 𝑓)

𝑔 𝑥, 𝑖 = 𝑓 𝑥−𝑖 , 𝑖, 𝑥𝑖

• The i-th bit leaked with probability 1/𝑛.



Constructing the Hard-
Concentrate Bit Function
• Give OWP 𝑓: we don’t know if it has a hard-

concentrate bit function. (Open problem)

• Instead, given OWP 𝑓: we will give a OWF 𝑔 which 
has a hard-concentrate bit function ℎ𝑐

𝑔 𝑥, 𝑟 = 𝑓 𝑥 ||𝑟, 𝑥 = |𝑟|

ℎ𝑐 𝑥, 𝑟 = ෍

𝑖=1

𝑛

𝑥𝑖 ⋅ 𝑟𝑖 𝑚𝑜𝑑 2



Proof

• If ∃ 𝑃𝑃𝑇 𝐴 that can predict ℎ𝑐(𝑥, 𝑟) given 𝑔(𝑥, 𝑟), 
then ∃ 𝑃𝑃𝑇 𝐵 that can invert 𝑔(𝑥, 𝑟) or 𝑓(𝑥)

 𝐵(𝑦 =  𝑓(𝑥))

1. For 𝑖 =  1 …  𝑛
1. 𝑥𝑖 ←  𝐴(𝑓(𝑥), 𝑒𝑖), where 𝑒𝑖 = 0𝑖−110𝑛−𝑖 −1

2. Output 𝑥

Will only prove for A that predicts 
with probability 1. 

What’s wrong if 
probability is < 1? 



Proof (Hint)

• If ∃ 𝑃𝑃𝑇 𝐴 that can predict ℎ𝑐(𝑥, 𝑟) given 𝑔(𝑥, 𝑟), 
then ∃ 𝑃𝑃𝑇 𝐵 that can invert 𝑔(𝑥, 𝑟) or 𝑓(𝑥)

 𝐵(𝑦 =  𝑓(𝑥))

1. For 𝑖 =  1 …  𝑛
1. Sample 𝑟 ← 0,1 𝑛

2. 𝛼𝑖 ←  𝐴(𝑓(𝑥), 𝑟)
3. 𝛽𝑖 ←  𝐴(𝑓(𝑥), 𝑟 ⊕ 𝑒𝑖), where 𝑒𝑖 = 0𝑖−110𝑛−𝑖 −1

4. 𝑥𝑖  = 𝛼𝑖 ⊕ 𝛽𝑖

2. Output 𝑥

Proof hint for A that predicts with 
probability < 1. 



PRG from Hardness 
Concentration



Construction of PRG (1 extra bit) 
from OWP
• Given a OWP 𝑓, let 𝑔 and ℎ𝑐 be defined as before. 

• Note that 𝑔 𝑥, 𝑟 =  𝑓 𝑥 ||𝑟 is also a OWP

• Define 𝑃𝑅𝐺(𝑥, 𝑟)  = 𝑔(𝑥, 𝑟)||ℎ𝑐(𝑥, 𝑟)

𝑓(𝑥) 𝑟 ℎ𝑐(𝑥, 𝑟)

𝑓(𝑥) 𝑟 𝑈1

𝐻0

𝐻1

𝑓(𝑥) 𝑈𝑛 𝑈1 𝐻2

𝑈𝑛 𝑈𝑛 𝑈1 𝐻3



Getting beyond one bit



Going from one extra bit to more 
bits (𝑃𝑅𝐺2 from 𝑃𝑅𝐺1)
𝑃𝑅𝐺2(𝑥1 … 𝑥𝑛) 

1. 𝑦1 … 𝑦𝑛+1 =  𝑃𝑅𝐺1(𝑥1 … 𝑥𝑛)

2. 𝑧1 … 𝑧𝑛+1 =  𝑃𝑅𝐺1 𝑦1 … 𝑦𝑛

3. Output 𝑧1 … 𝑧𝑛+1𝑦𝑛+1



Going from one extra bit to more 
bits (𝑃𝑅𝐺2 from 𝑃𝑅𝐺1)

𝑥

𝑦

𝑃𝑅𝐺1

𝑃𝑅𝐺1

𝑧



Security Proof

𝑥

𝑦

𝑃𝑅𝐺1

𝑃𝑅𝐺1

𝑧

𝐻0

1. Sample 𝑥1 … 𝑥𝑛 from 𝑈𝑛

2. 𝑦1 … 𝑦𝑛+1 =  𝑃𝑅𝐺1(𝑥1 … 𝑥𝑛)

3. 𝑧1 … 𝑧𝑛+1 =  𝑃𝑅𝐺1 𝑦1 … 𝑦𝑛

4. Output 𝑧1 … 𝑧𝑛+1𝑦𝑛+1

𝑦

𝑃𝑅𝐺1

𝑧

𝐻1

1. Sample 𝑦1 … 𝑦𝑛𝑦𝑛+1 from 
𝑈𝑛+1

2. 𝑧1 … 𝑧𝑛+1 =  𝑃𝑅𝐺1 𝑦1 … 𝑦𝑛

3. Output 𝑧1 … 𝑧𝑛+1𝑦𝑛+1

𝑧

𝐻2

1. Sample 𝑦𝑛+1 from 𝑈1

2. Sample 
𝑧1 … 𝑧𝑛+1from 𝑈𝑛+1 

3. Output 𝑧1 … 𝑧𝑛+1𝑦𝑛+1



Going from one extra bit to more 
bits (𝑃𝑅𝐺2 from 𝑃𝑅𝐺1)

𝑥

𝑦

𝑃𝑅𝐺1

𝑃𝑅𝐺1

𝑧

Naturally extend to 
get 𝑃𝑅𝐺𝑚 for any 𝑚!



Getting PRFs (High Level)



Pseudorandom Functions

• Construct 𝑃𝑅𝐹 from 𝑃𝑅𝐺 𝐺: 0,1 𝑛 → 0,1 2𝑛

• Let 𝐺0 𝑥  be left half of the output of 𝐺(𝑥)

• Let 𝐺1 𝑥  be right half of the output of 𝐺(𝑥)



Pseudorandom Functions

𝑠

𝐺0(𝑠) 𝐺1(𝑠)

𝐺0(𝐺0 𝑠 ) 𝐺1(𝐺0(𝑠)) 𝐺0(𝐺1(𝑠)) 𝐺1 (𝐺1(𝑠))



Pseudorandom Functions

𝑠

𝐺0(𝑠) 𝐺1(𝑠)

𝐺00 𝑠 𝐺01(𝑠) 𝐺10(𝑠) 𝐺11(𝑠)

..

𝐺𝑥(𝑠)

𝑥

𝑃𝑅𝐹𝑠(𝑥)  =  𝐺𝑥(𝑠)



Proof Sketch

𝑠

𝐺0(𝑠) 𝐺1(𝑠)

𝐺00 𝑠 𝐺01(𝑠) 𝐺10(𝑠) 𝐺11(𝑠)

..

𝐺𝑥(𝑠)

𝑥



Thank You!
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