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Plan for Today

e Towards Practical Constructions of Encryption
* Chosen Ciphertext Attacks and Security
* New Proof Technique: Hybrid Arguments



Constructions are
heuristic

Practical Constructions

Stream-Cipher (aka PRG with arbitrary output length) based
Block-cipher (aka PRF/PRP) based



Stream Ciphers

* Init algorithm

* Input: a key and an optional initialization vector (1V)
e Output: initial state

e GetBits algorithm
* Input: the current state
* Output: next bit and updated state

* Multiple executions allow for generation of desired
number of bits

* Enables encryption messages of different lengths



Stream Ciphers

* Use (Init, GetBits) to generate the desired number
of output bits from the seed

1V

f
|

St() > — Stl_' _— Stz o o




Security

* Without IV: For a uniform key, output of GetBits
should a pseudorandom stream of bits

 With IV: : For a uniform key, and uniform Vs
(available to the attacker), output of GetBits should
be pseudorandom streams of bits (weak PRF)



Stream-Cipher Mode of Operation
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* Gisused asaweak PRF whose output is expanded.
e CommunicatelV as well.




Pseudorandom
Permutations/Block Ciphers

 What is a permutation?
a bijective function f:{0,1}" — {0,1}"
* Vo, x'f(x) # f(x)
* Let Perm,, be the set of all permutations from n-
bits to n-bits.

e What is the size?
o 211



Pseudorandom
Permutations/Block Ciphers

Let F: {0,1}* x {0,1}" — {0,1}" be an efficient,
, keyed permutation. Fis a
PRP if for all PPT distinguishers D, there is a negligible

function negl(-) such that:
|Pr[DFkO) (17) = 1] — Pr[D/(17) = 1]
< negl(n)

where k « U, and f « Perm,,.

Every PRP is also a PRF!



Pseudorandom
Permutations/Block Ciphers

Both
computing
and
inverting!

()
O
Let F: {0,1}* x {0,1}" — {0,1}" be an efficient,
, keyed permutation. F is a (strong)
PRP if for all PPT distinguishers D, there is a negligible
function negl(-) such that:
‘pr [DFk(');Fk_l(')(ln) — 1] — pr[Df(-),f"l(-)(ln) — 1”
< negl(n)
where k <« U, and f « Perm,,.



Electronic Code Book (Insecure)

C1 €2

* Decryptiondone using Fk_l
* Not CPA secure




Visibly Insecure

Original image Using ECB allows patterns to be  Modes other than ECB result in
easily discerned pseudo-randomness

Source: https://en.wikipedia.org/wiki/Block_cipher_mode_of operation



Cipher Block Chaining (CBC) Mode

v v
IV1 C1 (85))

Attack if IV; is not uniform (but distinct across multiple ciphers). E.g. IV is a counter.



s Chaining in CBC Mode secure?

my mo ms my
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Not CPA secure! Adversary could use the following challenge
messages for msz : [V; @ ¢, @ my and 0%,




Output Feedback (OFB) Mode

* No need of F;;*
* Positive: All F}, can be
made before the message

l is known
* Negative: Encryption and
Decryption is sequential
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Counter (CTR) Mode

O O

(o]

ctr

Addition
mod 2™

e Again no need of F;;

o e Positive: Easy to parallelize
ctr + 1 ctr + 2 * Possible to decrypt only
the i-th block
-
m1—>@ my—
| |
1 Co

Can be proved to be CPA secure (DIY). Argument similar to the CPA
security of PRF based OTP. Now we need the guarantee that the values
(ctr™,...ctr* + t*) are not used in any other adversarial queries.




CCA Security



CPA-Security (Pictorially)

PrivK$5e (n)
Challenger Adversary A
m
k < Gen(1™) < J
mop, My
b «{0,1}, ¢* « Ency(my,) et
m
c j
Outputlifb = ,
b’ and 0 otherwise ) b




CCA-Security (Pictorially

PrivK3'ii (n)

Challenger

k < Gen(1™)
c < Enc,(m)

m' = Dec,(c)
¢« Enci(my,)

m' = Dec,(c)

Outputlifb =
b’ and 0 otherwise

A

A

A

Attacker can observe
a system with its
ciphertext queries

O

Advérsary A

Only allowed
c# c’



s PRF based OTP CCA secure?

Let F be a PRF: {0,1}" x {0,1}" > {0,1}".

* Gen(1™): Choose uniform k € {0,1}" and output it
as the key

* Ency, (m): On input a message m € {0,1}", sample
r « U, output the ciphertext c as

C = (7", Fk(r) @ )

* Deci(c): Oninput a ciphertext ¢ = (r, s) output

the message
=F.(r)® s



No! CCA Attack

PrivK$% (n)
Challenger Adversary A
k < Gen(1™)
Mg, My
¢« Enci(my) ) c* ‘
C,

< e
Outputlifb = ,
b’ and 0 otherwise ) b




New proof strategy:
hybrid arguments

CPA-Security => Mult-
Security



CPA-Security => Mult-Security

PrivK) (1) PrivKTEl(n)
1. S%m le k< (1%), 1. Aforie{1..t}
m . outputs outputs mg ;,my ; €
{001} 1|m0| |m1| 0,1}, |mOl| — [mlll
| émbi (171)’ Ci <
3. cisgivento A"V k("?b,i?
Ency() , 3. C1..Crisgivento A
4. A" output b ,
5. Output1ifb = b’and 4. Aoutputh
| o‘ét lérwilse - Pane g Output 1ifb = b’and

0 otherwise



Pr[Privky "0 = 1]

Step 1: Assume an attacker -1..

-2

PrivK4 (n) 3 PPT A jt holds that: .
1. Aforie{l..t} oxmult — 1] = =
outputs mg 1.1y ; € Pr[PrviA’H 1] = + €

10,1}%, |mq ;| = [myq;l.
2. b« {0,1}, k<«

n
LG? 7%2&772; fﬁ < PrivKKflrl[lt’] (n) j€{0,..t}
3. cy..cqis given to A ..Same as PrivK'}}'"
4. Aoutput b’ P> ey« Ency(,, )
5. Outputlifb = b’and ] S] C; < Enck(()lkhllb,ib

0 otherwise ult

..Same as PrivKj,



6 = Pr[Prvi

Step 2: Hybrid Steps

|mp,1]
mp 1 0
mp 2 mp 2
mp 3 mp 3
Mp,¢ Mmp ¢

PriVKZmﬁlt’o (n) PriVKKl‘ﬁlt’ L)

N =

Pr[PrvimUItO 1]>=+e

mult,i

multl 1

= 1] — Pr[Priv Ky

_1]

0|mb,1|
0|mb,2|

0|mb,3|

PrivKKlet't(n)

Why? F Claim: PI’[PI’IVKmUItt = 1] =%




Step 3: Arguing for every ‘hybrid

pair’

+ |Pr[PrivK}y 1" = 1] - Pr[PrivKy ;" = 1]| =
|XiZ16i] > €

* We will argue that V i we have that §; is negl(n).

* This would be a contradiction.

» Say for some i, |Pr[Pr1vaultl =1] -
PI‘[Prvimllltl T = = 1|| = §; is non-negligible.

e Use this A that distinguishes Prvimllltl and
Prvimultl ! to break CPA security.



1
Pr[PrivKg{ = 1] —3 > 6'(n)

Step 4: Reduction
CPA Adversary B %

Imp,1 | . omulti-1 _ :
~ Cl ,
> A 0lmp,1l 0lmp.1l
. My,My
m, . 0lmpil | b < {01}, 0lmb,i-1l 0lMb,i-1l
C‘l’ ~ > ’I’
) i Mmpi+1 Mmpi+1
b mp ¢
< Ct b’
0if b= b'and 1 (
otherwise my, ¢ mp ¢

C=(C1,Cy..Cinn.Cp) 5,



Step 5: Probability Calculation

* Note: Pr[b=b’|c; is an encryption m,, ;]=
Pr[Prvimultl 1 = 1|

* Note: Pr[b=b’|¢; is an encryption O|mbl|]—
Pr[PrviIrlultl = 1|

* Say Pr[vaKKl’ultl =1|l=p

* Then: Pr[PrivI{mu”’i_1 = 1] =p+ 5

« Compute: Pr[B s guess is correct] = = (p + ;) + =
(1-p)=7 + ’



Thank You!
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