Difference Between Regular and Strong Security for M ACs

Construct a MAC MAC' := (Gen’,Mac’, Verify’) that is secure but not strongly secure. In
your construction, you may start with a secure MAC, MAC := (Gen, Mac, Verify).
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CPA-Secure Encryption

Let (Gen, Enc, Dec) be a CPA-secure encryption scheme. Below, we will construct another encryp-
tion scheme and prove that it is also CPA-secure.

In the encryption scheme below, let the message m belong to {0, 1}".

e Geny(1™): Sample the key as follows: k < Gen(1™).

e Enci(k,m): Sample r < {0,1}" uniformly at random. Then compute ¢y := Enc(k,r) and
¢ :=r @ m. Output the ciphertext ¢ = (co, ¢1).

\ \ \ \ \
o Deci(k, (o, c1)): Qmmgo‘cb vz Oec (¢, Co) L ocompie whs v @, Odgdk w.
Prove that (Geny, Ency, Decy) satisfies CPA security.

Asouwne (Qﬂx\‘ , e, Dec) © wot CPA srawrk.

We will tsoume Cloword wwrediction)  $hee 1S o mww\s A Mot \ovesko
(wine e CEN 3««\%\) fov  (Gen,, tae,, Dec.) Wy 35\* \I\Q‘l\'-V\!.%\.

We wl wady B Yook bovedes  (Gun, B, Dec}.

Bae (, D) Ovade

B voss feom B D) [ (o e, Do)

Phose T: w
<

< e S\l v e $0,\}"

C

> 0==(§:M(‘+,v\(v @Q) 4 »

75 e Q/\d\u\\b‘ﬂl\)f. st
QYP\ CDQW\‘\Q, (‘N\.,W\b
S\ ey T 0w bl
o Yo:lX Dwme, . =CXD W,
%nw\g\e.
6<—‘L°>\z: > EY\(—(“,‘(B} >(E‘N.L‘(~, ‘(q) Q—\*>

Phee § W twoe T
Qe V' —+F Dok

: ?‘L :\:\l\::“ i: QO or \), (\:.m (‘L,YQ , C:*\ i o N\ Q}nu\s‘e{w‘«\ W owRY  Tne ‘(‘g, )

. Tq,l » \N{\Kwn\\ﬁ ‘(N}\OW\ ‘c\ w\&u{m}mﬂ* o (m,,m\,Q.
A t O hoae e come swueso gn\ou\d\\’\\:j\_



