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Trapdoor Permutations

Definition 1 (Trapdoor permutation)
A family {f; : Ds — Ds}s is a one-way trapdoor permutation if there exist PPT
(I,D,F,F~1):

@ (s,7) « I(1™): public index s, trapdoor 7.

@ D(s): samples uniform element of D.

o F(s,x)=fy(x); F~1(r,y) = £.1(y) (inversion with trapdoor).

@ f; is one-way without 7.




RSA Trapdoor Permutation

Parameters

N = PQ (primes 2"~ < P < Q < 2"); e coprime to ¢(N) = (P — 1)(Q — 1);
d = e~! mod ¢(N). Public: s = (N, e); trapdoor: 7 = (N, d). Domain:
Ds={1,...,N—1}.




RSA Trapdoor Permutation

Parameters

N = PQ (primes 2"~ < P < Q < 2"); e coprime to ¢(N) = (P — 1)(Q — 1);
d = e~! mod #(N). Public: s = (N, e); trapdoor: 7 = (N, d). Domain:
Ds={1,...,N—1}.

RSA function
@ Frsa(s,x) = x® mod N.

o Froa(T,y) =y mod N = x (since x*! = x (mod N)).




RSA-FDH Construction

ldea

Sign by applying the trapdoor inverse to a hash of the message. The hash maps into
the permutation domain (“full domain”), so f=*(H(m)) is a valid signature.
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Construction (RSA-FDH)
e Hash H:{0,1}* — Z}, (e.g. random oracle; output interpreted in {1,..., N —1}).

e Sign(sk, m): o = H(m)9 mod N (invert RSA on H(m)).
e Verify(pk, m,o): accept iff ¢ = H(m) (mod N).
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Sign by applying the trapdoor inverse to a hash of the message. The hash maps into
the permutation domain (“full domain”), so f=*(H(m)) is a valid signature.

Construction (RSA-FDH)
e Hash H:{0,1}* — Z}, (e.g. random oracle; output interpreted in {1,..., N —1}).
e Sign(sk, m): o = H(m)9 mod N (invert RSA on H(m)).
e Verify(pk, m,o): accept iff ¢ = H(m) (mod N).

Why hash?

Signing raw messages would be insecure (e.g. multiplicative relations). Hashing breaks
algebraic structure; security is proved in the random oracle model.




Why Random Oracle?

RSA-FDH and standard assumptions

Collision resistance of H is not enough for RSA-FDH: e.g. if H(m1)H(m2) = H(m3)
(mod N), then o109 = f~1(H(m3)) gives a forgery. No standard-model proof is known.




Why Random Oracle?

RSA-FDH and standard assumptions

Collision resistance of H is not enough for RSA-FDH: e.g. if H(m1)H(m2) = H(m3)
(mod N), then o109 = f~1(H(m3)) gives a forgery. No standard-model proof is known.

Random oracle methodology

Replace hash H with an oracle O for a truly random function. Prove security of M9;
use this as evidence for the real scheme M*. Strong assumption: ROM secure %
secure with every concrete H.




Observability and Programmability

Observability

In ROM, the adversary must query the oracle; the reduction sees all hash queries. In
the standard model, H is fixed and we do not see internal calls.




Observability and Programmability

Observability

In ROM, the adversary must query the oracle; the reduction sees all hash queries. In
the standard model, H is fixed and we do not see internal calls.

Programmability

Oracle answers must look random. We can program answers: e.g. set O(m*) = y* for
a challenge y* = f(x*) and use the adversary's forgery to invert the OWP. Not
possible with a fixed hash.




RSA-FDH

Scheme

Let {f;} be a trapdoor permutation (e.g. RSA). Hash H : {0,1}* — Ds (full domain).
e Gen(1"): (s,7) < I(1"); pk =5, sk = 7.
o Sign(sk, m): o = f-Y(H(m)).
e Verify(pk, m,o): accept iff f;(0) = H(m).




RSA-FDH

Scheme

Let {f;} be a trapdoor permutation (e.g. RSA). Hash H : {0,1}* — Ds (full domain).
e Gen(1"): (s,7) < I(1"); pk =5, sk = 7.
o Sign(sk, m): o = f-Y(H(m)).

e Verify(pk, m,o): accept iff f;(0) = H(m).

Theorem 2

RSA-FDH is EUF-CMA secure in the ROM, assuming {f;} is a secure trapdoor
permutation family.




RSA-FDH: Reduction (sketch)

pk=s —— m—
O(m) «— Hash to O

Sign queries T m
BN QNS £-1(0(m))

T




RSA-FDH: Reduction (more detail)

Reduction B (more detail)

Input: B receives (s, y*) from the TDP challenger; goal: output x* = f~1(y*).
Setup: Give pk = s to A. Simulate random oracle O and signing.

Guess: Pick i* < [gp] (guess that A will forge on the i*-th hash query m;-).
Oracle: For the i*-th hash query m;«, set O(mj~) = y* (program the challenge).
For every other hash query m, sample x <— Ds, set O(m) = fs(x), store (m, x).
Sign queries: On Sign(m), if m = mj» then abort (can’t sign without trapdoor).
Else look up x with O(m) = fs(x) and return o = x.

Forgery: If A outputs (m*,0*) with m* = mj-, then fs(c*) = O(mj=) = y*, so
o* = x*; B outputs ¢* and wins.

Success probability: Pr[B inverts y*| > e(n)/qp (loss by guessing the forged message
among hash queries).




Schnorr Signature Scheme

Scheme

Group G of prime order g; hash H : {0,1}* — Z,.
e Gen(1"): x < Zq, pk = g*, sk = x.
o Sign(sk,m): k < Zg, r = gk, h= H(ml||r), s = k + hx; output o = (h,s).
o Verify(pk, m, (h,s)): accept iff h = H(ml|(g*/pk")).




Schnorr: Security in ROM

Theorem 3 J

Schnorr is EUF-CMA secure in the ROM, assuming the discrete log problem is hard in
G.




Schnorr: Security in ROM

Theorem 3
Schnorr is EUF-CMA secure in the ROM, assuming the discrete log problem is hard inJ
G.

A

pk = g* —— m|r —— Hash
O(m|r)=h+t— "
Si — m
en 1, (h,s)
—— (m", (h",s7))




Schnorr: Reduction (proof details)

Goal
B gets (G, q, g, pk = g¥); goal: compute x (discrete log). Uses forger A.

Programming the oracle (sign without sk)

To answer Sign(m) without knowing x: pick h,s < Zg, set r = g°/pk™. Then (h,s) is
a valid signature: g*/pk” = r and we define O(m||r) = h. So B never needs sk to
simulate signing.




Schnorr: Forking and extraction

Forking

Guess i* € [gp] (the hash query that will be used in the forgery). Run A twice with
the same random tape; at the i*-th hash query answer h in the first run and ' # h in
the second. Same tape = same r* at that query; two forgeries (h, s) and (K, s’) for
the same m*, r*.
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Extract discrete log

Valid forgeries: g* = r* - pk” and g = r*- pkh,. So gs/gsl = pkh_h/, i.e.
g5 = g*(h=) Hence x = (s — s')/(h— h') mod q. B outputs x.




Schnorr: Forking and extraction

Forking

Guess i* € [gp] (the hash query that will be used in the forgery). Run A twice with
the same random tape; at the i*-th hash query answer h in the first run and ' # h in
the second. Same tape = same r* at that query; two forgeries (h, s) and (K, s’) for
the same m*, r*.

Extract discrete log

Valid forgeries: g* = r* - pk” and g = r*- pkh,. So gs/gsl = pkh_h/, i.e.
g5 = g*(h=) Hence x = (s — s')/(h— h') mod q. B outputs x.

Success probability

By the rewinding/forking lemma, B extracts x with probability ~ £2/qj, (quadratic
loss in ROM).




BLS Signatures

Setting

Boneh—Lynn—Shacham: signatures in pairing-based groups. Let e : G; X G — Gt be
a bilinear map; H : {0,1}* — G; (hash to curve).




BLS Signatures

Setting

Boneh—Lynn—Shacham: signatures in pairing-based groups. Let e : G; X G — Gt be
a bilinear map; H : {0,1}* — G; (hash to curve).

Scheme
@ Gen: secret x, public g5 € Gp.
e Sign(x, m): 0 = H(m)* € G;.
o Verify(pk, m,o): check e(c, g2) = e(H(m), pk).

Short signatures; security (e.g. co-CDH) in the random oracle model. Used in
blockchain and threshold settings.




BLS: Security in ROM

BLS is EUF-CMA secure in the ROM, assuming the co-CDH problem is hard in

Theorem 4
(G1, Go). J




BLS: Security in ROM

Theorem 4

BLS is EUF-CMA secure in the ROM, assuming the co-CDH problem is hard in
(G1, Go).

co-CDH assumption

Given (g1, &, &f, 87, gP) (and e), compute gf®. Hard: no PPT can succeed with
non-negligible probability.




BLS: Reduction (sketch)

k=gl —— m——
PrK= &2 | Hash

Sign N




BLS: Reduction (proof details)

Input and setup

B receives (g1, 2,87, 872, gP); goal: output gf®. Set pk = g2 and give it to A.
Simulate H and Sign.

Programming H and signing

For most m, set H(m) = gf with r < Zg; then o = H(m)? = (gP)" (B can compute
this). For one randomly chosen hash query mj-, set H(m;~) = g7 (embed the co-CDH
challenge). If A later asks Sign(m;~), abort.




BLS: Reduction (extraction and success)

Extraction

If A forges on m* = m;«, then o* = H(m;«)* = (gf)? = gf® (since the “secret key” in
the simulation is b). B outputs o* and wins the co-CDH game.




BLS: Reduction (extraction and success)

Extraction

If A forges on m* = m;«, then o* = H(m;«)* = (gf)? = gf® (since the “secret key” in

the simulation is b). B outputs o* and wins the co-CDH game.
v

Success probability
B guesses the forged message among the hash queries: Pr[i* correct] > 1/qp. With

probability ~ (1 — 1/qg,)% the adversary never asks Sign(m;«). So
Pr[B wins| > - (1 —1/qn)% - (1/qn), which is non-negligible if ¢ is.




@ Random oracle model: hash as oracle O; observability + programmability
enable reductions (e.g. RSA-FDH, Schnorr).

RSA-FDH: sign by inverting f on H(m); EUF-CMA in ROM from trapdoor OWP.
Schnorr: o = (h,s) with s = k + hx; EUF-CMA in ROM from discrete log.
BLS: pairing-based short signatures; H(m)*; used in practice.
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